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2.2 Programmable Delay Logic (PDL)
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#1.PDLe] B%F 0 -9, NIST SP 800—22

test 43}
Statistical test P—Value Proportion
Frequency FAIL -
BlockFrequency FAIL -
CumulativeSums FAIL -
Runs 0.7399 0.94
LongestRun 0.7598 0.99
Rank 0.4559 0.99
FFT 0.4190 1.00
NonOverlappingTemplate 0.5189 0.95
OverlappingTemplate 0.2897 0.98
Universal 0.4012 1.00
ApproximateEntropy 0.2757 0.98
RandomExcursions 0.3859 0.93
RandomExcursionVariant 0.3213 0.93
Serial 0.6900 1.00
LinearComplexity 0.8514 0.99

¥2.PDLE& BF 24 3 49(0~31), NIST
SP 800—22 test A}

Statistical test P—Value Proportion
Frequency 0.3669 0.99
BlockFrequency 0.4012 0.99
CumulativeSums 0.7681 0.99
Runs 0.6163 1.00
LongestRun 0.2757 0.99
Rank 0.3505 1.00
FET 0.9643 0.99
NonOverlappingTemplate 0.5017 0.97
OverlappingTemplate 0.9915 0.99
Universal 0.1223 1.00
ApproximateEntropy 0.8677 1.00
RandomExcursions 0.3840 0.98
RandomExcursionVariant 0.5148 0.98
Serial 0.7937 0.97
LinearComplexity 0.0805 0.99

XOR gateE ©]

MZE Fo) A

=
il FH e

flip—flopo. &
398 AN

)
il
)
flo
R
Efo

Abst= TR Husd FI57F 1.2GHzR
AMD  XilinxAFe]  Artix—7  chip2  ©] &34
T e, FAFISLE 50MHzE AA I
AdelA  TRNGS A5E7ME 93l NISTelA
AT 800-22 test suit’} AFEE ST NIST SP



800-22+ TRNGY Ad5s H7ls7198 Rudor
AbEEE test  suite]l®], & 157FAY testE
EFET6]. testE AT &= bite AAF A
ora 100,000,000 bits& A 7d st test
1,000,0009] bitstreamo.® 1003 AldE o,
A= Elol udepdth Alets FxoA O BEE
PDLE =43A ¢u 022 v3PS A%, 2
7} 9] testell A FHEA X AN AE B
PDL #< 8 F test® st A7 HE testd
TR 24 AEE FAYUAYE FHEA @Eu
AP F 1,21 YEY= CumulativeSums,
NonOverlapping Template,
RandomExcursionVariant test®] 2<% oy W
AYPHER  p-valuer HEgoE FAsiglod,
proportione #H Ao = Yelilth

RandomExcursions,

V. A&
B wrdMe AT SR ThsaExl 2719
ROZYS XORE ¥ D flip—flope® ¥ %73}

°

= 3EE Ageth RO 32702 Algtsts 3zE
, ZF RO AHgHE JIWEE 3R
& RO delA el IHE S PDLel=
2 s A7kt 2 ROZIEE AR T
PDL ¥ o F2 jitterd HuElolE HIAZ F
XORZ F3 AA WIAS FYAZT Akt
TZ= AMD XilinxAFe] Artix—7 chipg ©] &3}
TEHANCH, Hjsg FarEs 1.2GHzo v 3] %9
& Fu4E 50MHzz AAsdow, AAF 8
eI 100,000,000bitsE A48Tk 7k NIST
SP 800—22 test suit® o]g3e] 33T
Ad4d¥ 7 ROvet 57141 D flip—flops F7}3
XORY H™g€s Y TUIs A7l (418 W)
Zevitt PDL ¥ & WgAIA BE RO Al
Y A7l:= TRNG T35 Albst [3]o] vl dnte]
D flip—flope® FAHHE glo] 1452 TRNGE
THEg o, NIST SP 800-22 test suit9
approximate entropy IEoA ES AR}

LHERS

Acknowledgments
This work was supported by the National
Research Foundation of Korea(NRF) grant funded
by the Korea government (MSIT) (No.
2022R1A5A8026986), and supported by National
R&D Program through the National Research
Foundation of Korea(NRF) funded by Ministry of

Science and ICT (2020M3H2A1078119)

o

FAS|

[1] M.Majzoobi, F.Koushanfar, and S.Devadas,
“FPGA—based true random number generation
using circuit metastability with adaptive
feedback control,” In Cryptographic Hardware
and Embedded Systems-CHES pp. 17—32, Sep.
2011

[2] B. Sunar, W. J. Martin, and D. R. Stinson, "A
Provably Secure True Random Number
Generator with Built—In Tolerance to Active
Attacks," in IEEE Transactions on Computers,
vol. 56, no. 1, pp. 109—-119, Jan. 2007.

[3] N. Nalla Anandakumar, S. K. Sanadhya, and M.
S. Hashmi, "FPGA-Based True Random
Number  Generation Using Programmable

Oscillator—Rings," in IEEE
Transactions on Circuits and Systems II:
Express Briefs, vol. 67, no. 3, pp. 570—574,
March 2020.

[4] K.Wold and C.H.Tan,

enhancement of random number generator in

Delays in

“Analysis  and

FPGA based on oscillator rings,” in International
Journal of Reconfigurable Computing, pp. 1—38,
Feb. 20009.

[5] A. Beirami and H. Nejati, "A Framework for
Investigating the Performance of Chaotic—Map
Truly Random Number Generators," in IEEE
Transactions on Circuits and Systems II:
Express Briefs, vol. 60, no. 7, pp. 446—450,
July 2013.

[6] A. L. Rukhin et al., "A statistical test suite for
random and pseudorandom number generators

for cryptographic applications,” Nat. Inst.

Standards Technol., Gaithersburg, MD, USA,
Tech. Rep. 800—22, Apr. 2010.



